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ABSTRACT
Concerns of the National Security Agency (NSRA) that

information contained in some. articles about cryptography in learned
and professional journals and in .monographs might be inimical to the
national security are addressed. The Public Cryptography Study Group,
with one d*ssenting opinion, recommends that a voluntary system of
prior review of cryptology manuscrlpts be instituted on an
experimental basis. Cryptography is *the body of knowliedge that deals
with methods of information protection. NSA is concerned -that
research and dissemination in this field could lead to the
publication cf cryptographic principles or applications similar to
those used by the United States Government. NSA claims that this work
may enable fcreign powers to engage more siccessfully in
cryptanalytic attacks upon the secure telecommunications of our
government ard that papers dealing with weaknesses in cryptosystems
may be used by other governments and prompt them to zdopt more
sophisticated and less vulnerable systems. Although the study group
views any system of prior review involving governmental agexncies as a
possible disincentive to acadenics and others to undertake research,
guidelines are suggested for a proposed voluntary system. The
dissenting study group opinion to the voluntary system is z2liso
presented. In "The Case Against Restraints on Non-Governmental
Research in Cryptography," George I. Davida argues that the national
security interests of the country are broader than the narrow mission
of the NS2, which is data-gathering; that restraints would adversely
affect that quality and direction of basic research in computer
science, engineering, and mathematics; that restraints would be
unconstitutional and would lead to legal entanglements and
international complications, and that restraints wouid be irneffective
in achieving the NSA's objectives. (SW)
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FOREWORD

“Thix report has been prepared by the members of the Public Cryptography Study Group.!
The Study Group was assembled by the American Council on Education (ACE) in response to
a request by the Mational Security Agency; that agency has indicated concern that information
contained in scme articles in learned and professional journals and in monographs might be
inimical to the national security. The Study Group held its first meeting on March 31, 1980,
and transacted its business in a series of meetings through February 1981.(The membership of

the Study Group is listed on page 2.)

The Study Group has recommended that a voluntary system of prior review of cryptology
manuscripts be instituted on an experimental basis. While the group would prefer no such sys-
tem of review, its members, with one dissent, accepted as a working premise NSA’'s concern
that some information contained in cryptology manuscripts could be inimical to the national

.security of the United States and see the proposed system as a potential way to test that work-

ing premise. The group rejected a compulsory statutory solution to the perceived problem.

In assembling the Study Group, ACE sought recommendations of individuals who might
participate from several professional societies and organizations. The American Association of
University Professors (AAUP), the American Mathematical Society (AMS) the Association for
Computing Machinery (ACM), the Compuier Society of the IEEE (IEEE/CS), the Institute of
Electrical and Electronics Engineers (IEEE), and the Society for Industrial and Applied
Mathematics (SIAM) made such recommendations. Although nominated by professional
societies, the members served as individuals on behalf of ACE and the final report is a product

of the American Council on Education.

The Study Group hopes that the recommended voluntary system will prove effective.
Success, however, is dependent upon the endorsement and good faith cooperation of NSA on
one side and authors, researchers, professional societies, and publishers on the other. There-
fore, it is the intent of the Study Group that this report be transmitted to all relevant profes-
sional societies, as well as receiving widespread public distribution. The'Sludy Group also
recommends that a timely review be conducted concerning the operations of the recommended
voluntary system, should one emerge, and that the relevant professional societies receive and
record comments on such operations for use in the future review.

This material is based upon work supported by the National Science Foundation under Grant No. CDP-8006675. Any
opinions, findings, and conclusions or recommendations expressed in this publication are those of the authors and do
not necessarily reflect the views of the National Science Foundation. b
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. INTRODUCTION

Two years ago. Vice-Admiral B. R. Inman, Director of the National Security Agency,
publicly indicated his deep concern that some information contained in published articles and
monographs on cryptography? endangered the mission of NSA and thus the national security.
Existing statutes do not regulate the domestic publication of unciassified information relating to
cryptography.? Admiral Inman proposed a dialogue with the academic community cn how to
reconcile the national needs with the tradition that scholarly publication should be free from

restriction.

In reponse to Admiral Inman’s initiative, the American Council on Education proposed
establishment of a Public Cryptography Study Group, bringing together representatives of th:
academic world and of NSA. The National Science Foundation agreed to provide [unding to
the ACE for this purpose. This report is the product of the Group’s efforts over a year.

In addition to the dilemma of reconciling important First Amendment rights with: NSA's
concern for the protection of the nation's communications security and intelligence-gathering
capabilities, the group soon recognized that it was essential to take into account the emerging

uses of cryptography in the public sector.

In an era of instantaneous communication and pervasive computer data bascs, it is becom-
ing increasingly important to protect the privacy of both individuals and corporations. often
using the tools previously used only by national governments.

There is growing evideiice that enhanced security for unclassified but sens....c informa-
tion will be needed in a wide variety of applications, ranging from personal records (insurance,
criminal, health, taw enforcement) to commercial proprictary and financial data in storage or in

2Crypiography is the body of knowledge that deals with methods of information protection. Methods that transform
text. using a key. so that it becomes unintelligible and thercfore uscless to thosc not meant to have dceess to it arc

. called encrvpron methods. Transforming the encrypted information back (o its original form is called decrvprion.

3provisions of the United States Criminal Code and related regufations make it a crime to reccive. disclose. communi-
cate . or publish various kinds of documents and information. Section 798 of Title 18 specifically prohibits knowing
communication. transmission. nr publication of anv clussified information pertaining to any ““code. cipher or crypto-
graphic system.”" or any *‘communication intelligence activity™™ of the United States or any foreign govermnment to an
unauthorized person. It also prohibits the use of such classiticd information in @ manner prejudicial to the interests ol
the United States or to the. benefit of any foreign government. Section 793 of Title 18 prohibits the obtaining or
delivering of information relating to the national defense with knowledge that tiic information is to be uscd or could be
used to the injury of the United States or the advantage of any foreign nation. or rovealing national defensc informa-
tion through gross negligence where the information was initially in the individual's lawlul possession. In addition. 18
U.S.C. Section 952 prohibits dissemination nf information about diplomatic codes. A rclated statute. 50 U.S.C. Sec-
tion 403(d). charges the Director of Central Intelligence with the responsibility to protect intelligence sources and
methods pursuant to which he has promulgated intelligence directives binding only nn the government.

il
s
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transit electronically. As the major world economies continue the trend toward information
dependence, e.g., electronic mail, electronic funds transfer, point of sale terminals, etc., protec-
tion of business and even home computer systems from unauthorized monitoring or tampering

will become increasingly important.

In many of these areas, cryptography is one of the most effective ways for providing the
requisite security. Restriction of public research and development in cryptography might have
an adverse effect on the ability of American industry to compete in world telecommunications

and data-processing markets.



O

ERIC

Aruitoxt provided by Eic:

2. THE NATIONAL SECURITY CONCERNS

Traditionally, national security information has been of a diplomatic or military nature.
However, as the nation moves to an information-based economy, protecting valuable or sensi-
tive commercial and personal information becomes a concern of national security in a broader
sense. Inadequate security for such data could have profound effects on the nation.

The Study Group recognizes that increased research activity in cryptology by persons and
institutions in the nongovernmental arena may result in advances in the devclopment of cryp-
tographic systems. Work directly in cryptology or in related fields may have a beneficial impact
on developments in computer science, electrical engineering, and mathematics which have
poiential benefits to fields apart from cryptology. Products developed in the course of this
research may be very useful in providing effective telecommunications for nongovernmental
and governmental purposes. Although governmental cfforts in cryptology have traditionally led
private efforts, these private efforts may develop new techniques or insights that coufd benelit
Broader government interests. The Study Group also recognizes that significant nongovern-
mental research in this area may be applied over the long run to increase communication pro-
tection in commercial and private fields, thus enhancing the security of private and commercial
communications and ultimately furthering the nation’s welfare and security in a broudey sense.

Some researchers in the public sector have expressed serious concern about the fragility of
our developing information-based society. It has been suggested, for example, that a foreign
power might inject misleading data into the statistics used for computing the nation’s money
supply, causing the government to take dangerously inappropriate action.

At the ‘same time, however, concerns have been expressed by the National Security
Agency that extensive private work in cryptology and related fields may significantly and
directly adversely affect the security of the nation’s sensitive official communications and the
nation’s ability to obtain and understand foreign intelligence. NSA claims that the risks become
greater to the extent that work moves away from pure research and into the application of
theoretical developments to specific problems of communication protection and the develop-

ment of actual protection systems.

One of the areas of concern by the NSA is that substantial work in cryptographic and
cryptanalytic techniques together with a widespread dissemination of resulting discoveries could
lead to the publication of cryptographic principles or applications similar to those used by the
United States Government. NSA claims that this work may enable foreign powers to engage
more successfully in cryptanalytic attacks upon the secure telecommunications of our govern-
ment. Another area of concern to the NSA is that papers dealing with "weaknesses in
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cryptosystems that may be used by other governments may alert these governments to the
weaknesses of their own systems and thus prompt them to adopt more sophisticated and less
vulnerable systems. In this manner, the United States may be denied needed intelligence.

The National Security Agency has expressed interest in considering what type of pro-
cedure could be developed that would provide a systematic means by which publications relat-
ing to cryplology could be reviewed to determine whether such publications would have an
overriding adverse impact on the national secﬁrily as it pertains to NSA's mission. There exist
a number of federal statutes and regulations that govern the dissemination of information that
is classified or controlled by the U.S. Government on the basis of national security or foreign
policy concerns. It is felt by NSA, however, that these statutes and regulations do not cover
publication of articles or the dissemination of general research information within the United
States. They also may not cover such publication abroad unless such information is otherwise
classified by the government or its export is controlled for national defense or foreign policy

reasons.

Existing statutes do not regu'ate the domestic publication qf unclassified information relat-
ing to cryptg,logy.' Restrictions on foreign dissemination of certain information relating to cryp-
tology are contained in the provisions of the Arms Export Control Act (22 U.S.C. 2778), which
authorizes the President to compile a United States Munitions List and to issue the Interna-
tional Traffic and Arms Regulation (ITAR) (22 CFR 21), which identifies specific types of arti-
cles, the export of which is subject to the granting of a license by the Secretary of State. Cryp-
tographic equipment is explicitly designated as a category subject to such export control.
Category XVIII of the ITAR includes technical information relating to articles on the Munitions
List. This latter provision has been subject to some question by the Office of Legal Counsel in

the Department of Justice as being overly broad.

Munitions Control Letter No. 80, February 1980, issued by the Department of State pro-
vided further clarification under ITAR with respect to cryptology by making clear that the
export restrictions do not prescribe prepublication review for publication in the United States of
any publications including ‘‘general mathematical, engineering or statistical information, not
purporting to have or reasonably expected to be given direct application to equipment’* other-

wise covered by the export licensing restrictions.

There has been some disagreeément within the government concerning the extent of the
need to control technical data. The Department of Commerce, in the context of a review of
the Export Administration Act, has indicated that its assessment is that the availability of
technical data that are of significance to U.S. national security and foreign policy interests is
likely to be minor. On the other hand, the Departments of Defense and State, in the context
of the Arms Export Control Act under which the ITAR is promulgated, have continued to
emphasize the need to effectively control technical data. In addition, studies conducted for the
Department of Defense led to the establishment .within the Export Administration A<t of the

19




Military Critical Technologies List, which is heavily focused on knowledge related o design,
manufacturing, application, operation, and mdintenance of such critical technologies. Cryplo-
graphic items are not processed under the Export Administration Act of 1979 unless there is a
prior determination by the Department of State that jurisdiction over a specific item should be

transferred to Commerce for processing under that Act.

Finally, Section 181 of Title 35 U.S.C. permits the imposition of a sccrecy order upon a
patent application when issuance of a public patent would be detrimental to the national secu-
rity. The statute also provides for compensation for the nongovernment inventor financially
injured as a result of a secrecy order. There is no provision in the law pertaining to patent
secrecy orders that applies directly to publication or to any requirement for prepublication
review. Additionally, a.patent secrecy order for a patent application based on published

material is not possible.

" While there is currently -no formal procedure or requirement for prepublication review by
JNSA of publications rélating to cryptology, some authors and publishers routinely and volun-
tarily submit proposed publications to NSA for review and comment as to the sensitivity of the
information involved. NSA currently has no statutory authority to require submission of pro-
posed publications for the purpose of review or to require changes in publications prepared oul-
side the agency and not under NSA contract or grant. The National Science Foundation has
announced, however, that, while it does not currently have classification authority. il has
responsibility under routine executive orders to refer information developed in NSF-supported
cryptologic research it believes méy be classifiable to NSA for possible classification.® NSF indi-
cates, however, that it makes no essential difference, from the standpoint of classification,

whether research is supported by NSA or NSFT

*The following text. included for completeness. is the standard NSF Crant Instrument Clause for Patentially
Classifiable Research.

The National Science Foundation does not expect that results of hasic rescarch it supports will he classilied, except in
very rare instances. Further, while NSF does not have classification authority, it has the responsihility 1o refer any
information that NSF has reason 1o belicve might require classification to the agency with appropriate subject matter
interest and original classification authority.

Therefore. the grantee is responsible for immediately notifying the NSF Program Official. of any data. information, or
maierials developed under this grant which may require classitication. The grantee shall, prior to dissemination or puh-
lication of potentially classifiable research results obtained under this grant, allow NSF the option to review such
materials. The grantee shall defer dissemination or publication pending the review and determination that the results
are not classified. provided such review and determination are completed within sixty days of receipt by NSF of such
material. I the review_results in classification. the grantee agrees to cooperale with NSF or other U.S. agencies in
securing all related notes and papers. Policies relating to this suhject are set lorth in the NSE Grans Policv Manual Sec-
tion 794, **National Security.”

i
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3. DELIBERATIONS AND CONCLUSIONS

As a starting point for its work, Admiral Inman proposed that the Study Group consider
the acceptability of restrictions on domestic dissemination of nongovernmental technical infor-
mation relating to cryptology. He proposed several criteria that should be taken into account

for both policy and legal‘reasons:

(1) The restrictions should apply only to a central core of critical cryptologic information
that is likely to have a discernible adverse impact on the national security.

(2) Law and regulations should make these criteria as clear as is possible without reveal-
ing information damaging to the national security. .

"(3) The burden of proof in imposing any restriction on dissemination should be borne
by the government.

(4) There should be judicial review of any such government action, pzrhaps by a spe-
cially constituted court that could act under suitable security precautions, and the
government should bear the burden of obtaining judicial approval of its action.

(5) There should be full, fair, and prompt compensation for any company or person los-
ing the economic benefit of information by virtue of governmentally imposed res-
trictions on dissemination.

Admiral Inman’s criteria would suggest a statute that would create a system of restric-
tions. There are basically two ways to proceed by statute. One is to make it_z a cnme to dissem-
inate defined cryptologic information. Under such a system, NSA (or anolher agency) would
monitor published mformallorg and would recommend criminal prosecullon in instances where
defined cryptologic information had been published. The other means is by required prepublica-
tion review. The statute would make it mandatory to obtain clearance from a designated
agency, such as NSA, before publishing defined cryptologic information. Publishing without
obtaining clearance would be a criminal act. The impact of the latter system could be
moderated, as suggested by Admiral Inman, by requiring a judicial order confirming the
agency’s decision to restrict dissemination and by payment of compensation where permission is
denied. Still, however, it would be a crime to publish without seeking clearance or in contempt

of the judicial restraining order.

Admiral Inman’s criteria suggest a system of prepublication review. Such a system clearly
would best serve Admiral Inman’s concern by assuring the government's ability to preclude
publication or dissemination of defined information. At the same time, however, such a system

raises serious legal, policy, and practical questions.

O
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Problems Associated with a Nonvoluniary Sysiem

The legal and political system of the United States, as expressed in the First Amendment
to the Constitution, is generally opposed to both pre- and postpublication restraints. Although
such opposition, historically, has been strongest where restraints have been placed on utter-
ances related to political or social thought, the First Amendment applies to practically all
speech, regardless of its description, with the possible exception of obscenity.’ (For instance,
the present Supreme Court has applied First Amendment protections to ‘‘commercial’* speech,
which previously had been treated as outside the ambit of the First Amendment.® Further,
courts, as in the recent Progressive Case,” have assumed without debate that information of a
technological or scientific nature is subject to First Amendment protections. It is clear that
monographs and articles in professional journals and elsewhere concerning cryptography are
within the ambit of this protection. As one legal scholar has observed, freedom of expression
has historically related to four traditional and interrelated values:®

(1) individual self-fulfillment,
(2) the advance of knowledge and the discovery of truth,
(3) participation in decision making by all members of society, and

(4) maintenance of the proper balance between stability and change.
Writings on cryptology are closely related to (1) and (2). if not also to (3) and (4).

That speech falls within the protection of the First Amendment, however. does not mean
that it cannot be regulated. In maost recent instances, the Supreme Court has sought to balance
the importance of the speech involved against the state interest sought to be protected by its
regulation. In many cases, the Court has weighted the balance heavily in favor of free speech
(a “‘preferred freedom’) and subjected the opposing interests to “‘exacting scrutiny.”” In oth-
ers. it has been neutral or has weighted the balancing to the contrary.!0 It is difficult to discern

a consistent theory with predictable results.

SRoth v. United Sunes 354 US. 476, 1957, Even though determined to be outside the bounds of the First Amendment.
because it is so removed from the “‘advancement of truth, science. morality. and arts in general.. and its fack of
redecming social importance.” the Court has carefully and consistently delineated narrow standards for permissible res-
traints on obscenity. Four dissenters to obscenity controls (Brennan. Stewart. Marshall and Stevens) are of the view
that any such controls. at least for adults, arc unconstitutional. )

SBigciow v. Virginia, 421 U.S. 809 (1975). Sce Emerson. First Amendment Docteme and the Borger Court, 68 CAL. L.
REV. 422, 458-61 (1980) (hcreafter “"Emerson™).

"Waiwd States v. Progressive, ., 467 F. Supp. 990 (W.D. Wis.). request for writ of mandanes, den. sub, noni. Morland v.
Sprecher, 99 S. Ct. 3086. casc dismissed, Nos. 79-1428. 79-1664 (7th Cir. Oct 1. 1979).

SEmerson 423
YEmerson 449
19E merson 450-51
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It is likely lhél the Court would balance in a neutral manner where the justification, ade-
quately demonstrated, was that publication constituted a threat to national security.!! The"
government, of course, would bear the initial burden of showing that such publication posed a
significant threat.!2 Once this was shown to the Court’s satisfaction, the issue properly would be
whether the threat to security by the publication of a writing concerning cryptology outweighed
the value of the writing itself, the miintenance of nongovernmental research programs in cryp-
tology, unfettered academic and scientific inquiry, and similar threatened social values. Such a
test, of course, could not come about without passage of legislation barring publication of
privately generated information concerning cryptology. The legislative balancing implicit in its
passage undoubtedly would be given some weight.by the Court. Of considerable importance
would be whether or not the legislation narrowly defined the regulated information. The legisla-
tion would more easily pass judicial scrutiny if a narrow and unambiguous definition was formu-
lated because its chilling impact on cryptologic research would be minimized.

Historically, the means of regulating expression has been of central importance to consti-
tutional validity. Although some regulation or restraint may be justified, the Court usually has
required that the least drastic means be used. Punishment for uttering or otherwise publishing
proscribed speech has been difficult to maintain; imposing 4 licensing system — or prior res-
traint — has been much more difficult. “The doctrine forbidding prior restraint is one of the
major underpinnings of the system of freedom of expression. Its roots g0 back to the English
cerisorship laws against which John Milton protested.”” 13

There have been exceptions, however, to prohibitions on systems of prior restraint. One
seminal case stated that the publication of *‘the number and location of troops’ could be res-
trained. ¥ The trial court in the Progressive Case'S enjoined the publication of materials concern-
ing the design and operations of nuclear weapons. The Supreme Court in another case!® per-
mitted a censorship board to screen out ‘‘obscene’ films. Moreover, the present Supreme
Court ‘‘does not [appeur to] view the prior restraint doctrine as a prohibition on all prior res-
traints subject to certain categorical exceptions such as obscene motion pictures.or communica-
tions about tactical military operations. Rather, in its view, the doctrine simply creates a

HGoldberg. The Cousiinnional Siams of American Science. 1979 UNIV. of ILL. L. FORUM 1, 14-15 (1979)
2New York Times Co. v. Unird Stares, 403. US. 713 (1971)

Emerson 454 .

4 Near v. Mimresora ex rel Olson, 283 U.S. 697 (1931)

5Note 7, supra.

Y Times Film Corp. v. Cip of Chicagn, 305 U.S. 43 (1961) .

I~
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‘presumption’ against the validity of the restraint and thereby imposes a ‘heavy burden’ on the
government to justify the particular restriction then before the Court.”’'!'7 This is buttressed by
the Court’s action in the Pentagon Papers Case.'8 Three justices (Burger, Harlan, and Black-
mun) would have upheld the injunction, believing that the courts should exercise only an
extremely limited review where the executive has determined that the disclosure ‘‘would
irreparably impair the national security.”” Thus they did not even require the satisfaction of a
“‘heavy burden.”” Two others (Stewart and White), while recognizing the ‘‘concededly extraor-
dinary protection against prior restraints,”” nevertheless were willing to allow an injunction upon
a show_[ng of “*direct, immediate and irreps -3} damage to our nation or its people.”

This Commitiee’s A ssessment

As stated, Admiral Inman’s criteria suggested, for discussion, legislation which would set
up a system of prior review of articles and monographs relating to cryptology. This Committee
was formed by ACE to carry out such a discussion. Under Admiral Inman’s criteria, such a sys-
tem would be less objectionable than classic systems of prior restraint that vest in an adminis-
trator the legal authority to review proposed publications under discretionary standards and
make it a crime to publish them without the administrator’s approval. First, Admiral Inman
proposed that the criteria for what is proscribed (i.e., what can be ‘‘censored’) should be nar-
row. Secondly, NSA’s General Counsel proposed as a departure point for discussion that the
staff’s decision be reviewable by a Board, including cleared persons from outside NSA, with a
final decision by the Director. Thirdly, no suppression order could be effective unless ratified
by a court after a judicial proceeding. Fourthly, the government would have the burden of
proof in such a judicial proceeding. Finally, compensation would be paid to an author whose

work was suppressed.

This Group feels that NSA’s initiative in commencing a public dialogue is commendable
and that the Agency has sought to craft a narrow and constructive solution to a problem that it
perceives. We reject, however, the statutory solution that has been proposed for a number of

reasons:
